CLAIMS 



1. 



A data distribut 
a first storing 



Lng apparatus comprising: 
init in which first 



identification data that is peculiar to equipment and 



second identification data 
identification data have t 



transmitting distribution 
with said first identific 



corresponding to said first 
een stored; 



a first transmitting/receiving unit for 



request data of data together 
tion data read out from said 
first storing unit and reqeiving the transmitted data; 

a first data stolring unit for storing the 
data received by said firs|t transmitting/receiving 
unit ; 

a first signal processing unit for performing 
a decoding process to the data read out from said first 
data storing unit on the be. sis of said second 
identification data stored in said first storing unit; 

a first control ubit for performing an 
operation to allow the datat received by said first 
transmitting/receiving unit Ito be stored into said 
first data storing unit and Icontrolling the decoding 
processing operation by saidl first signal processing 
unit of the data read out from said first data storing 
unit ; 

a second transmitti'ng/receiving unit for 
receiving said first identification data and said 
distribution request data whic|i were transmitted from 
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corresponding to said d±s 
a second storir 



said first transmitting/deceiving unit and transmitting 
the data; 

a second data Storing unit in which a 
plurality of data is stored and which outputs data 




tribution request data; 
g unit in which the second 
identification data corresponding to said transmitted 
first identification data has been stored; 

a second signafl processing unit for 
performing an enciphering process to the data outputted 
from said second data storing unit on the basis of the 
second identification data read out from said second 
storing unit; and 

a second control unit for performing a 

I 

reading control of said second identification data from 



said second storing unit 
distribution request data 
data which were transmitt 
control of the data from 'said second data storing unit 



on the basis of said 

and said first identification 
ed and performing a reading 



on the basis of said distjribution request data, 

wherein the data enciphered on the basis of 
said second identification data transmitted through 
said second transmitting/i'eceiving unit is decoded by 
said first signal processilng unit. 



2, A data distributing apparatus according to 

claim 1, wherein accounting information is transmitted 
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from said first transmitting/receiving unit to said 
second transmitting/repeiving unit, and said second 



control unit controls : 



second identification data from said second storing 



unit on the basis of s 
information . 



he reading operation of said 



id transmitted accounting 



3. A data distributing apparatus according to 

claim 1, further comprising enciphering processing 
means for performing an enciphering process to the data 
which is written into said second data storing unit on 




the basis of said enciphering data, and wherein the 

y 11 

^ data enciphered by said enciphering processing means is 
written into said second||data storing unit, and when 
the data is read out from said second data storing unit 

I 

on the basis of said distribution request data and 
transmitted from said second transmitting/receiving 

I 

unit to said first transmitting/receiving unit, said 
enciphering data is enciphered by said second 



identification data by sail 



d second signal processing 



from said second data stor 



unit and transmitted together with the data read out 



ing unit. 



4. A data distributing apparatus according to 

claim 3, wherein said firsti signal processing unit 
decodes the data transmitted from said second 
transmitting/receiving unit\ and said enciphering data 
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by said second identificat 
storing unit and performs 
encryption performed by sa 
data decoded on the basis 
data • 



on data stored in said first 

decoding process of an 
d enciphering data to the 
f the. decoded enciphering 



5. A data distributing apparatus according to 
claim 3, wherein said first I control unit performs an 
accounting process on the b^sis of said enciphering 
data . 

6. A data distribut ijng apparatus according to 
claim 4, wherein said enciphering data has a data 
portion which dynamically c 

control unit discriminates paid dynamically changing 
data portion^ at every predetermined time, in said 
enciphering data stored in said first data storing unit 
and transmitted together wi-qh the data from said second 
transmitting/receiving unit , 



hanges, and said first 



7. A data distributing apparatus according to 
claim 6, wherein said first aontrol unit controls the 
reading operation of the data! stored in said first data 
storing unit on the basis of a discrimination result of 
said dynamically changing data portion. 

8. A data distributing apparatus according to 
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claim If wherein said first control unit inhibits the 
reading operation of at Ifeast the data from said first 
data storing unit when th^ discrimination result of 



said dynamically changinc 
said enciphering data is 



data portion indicates that 
not correct. 



A data distribmting apparatus according to 



claim 4, wherein said en 
portion which time-depen 
control unit discriminat 
changing data portion, a 
said enciphering data st 



iphering data has a data 
ently changes, and said first 
bs said time-dependently 

every predetermined time, in 
ored in said first data storing 



unit and transmitted together with the data from said 



second transmitt ing/rece 

10. A data distrit 

claim 9, wherein said fi 



iving unit. 

uting apparatus according to 
rst control unit controls the 



reading operation of thef data stored in said first data 
storing unit on the ha 
said time-dependently 



storing unit on the basis of a discrimination result of 

:ly chLnqii 



nging data portion. 



11. A data distributing apparatus according to 

claim 10, wherein said first control unit inhibits the 

reading operation of at Jeast the data from said first 

data storing unit when the discrimination result of 

said time-dependently changing data portion indicates 

that a predetermined time has elapsed. 

H 
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12 



A data distri^Ebut ing apparatus according to 



claim 4, further comprising a signal processing unit 
for further performing c n enciphering process to the 
data decoded by said firlst signal processing unit on 
the basis of first identification data of a destination 
to which the data is to i>e moved when the data stored 
in said first data storing unit is moved. 

13- A data distributing apparatus according to 

claim 12, wherein said filrst control unit deletes said 
enciphering data stored iJn said first data storing unit 
at a point when the movemfent of the data stored in said 



first data storing unit i 



3 finished. 



14. 



A data distributting apparatus comprising: 
at least one ternainal equipment section 
having a first storing unit in which first 
identification data that is peculiar to equipment and 
second identification data Icorresponding to said first 
identification data have beien stored, a first 
transmitting/receiving unitl for transmitting 
distribution request data of data together with said 
first identification data read out from said first 
storing unit and receiving the transmitted data, a 



first data storing unit for storing the data received 



\ . 



by said first transmitting/receiving unit, a first 
signal processing unit for performing a decoding 
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process to the data read 
storing unit on the basis 



i^ut from said first data 
of said second identification 
data stored in said first/ storing unit, a first control 
unit for performing an operation to allow the data 



received by said first t 
be stored into said firs 
controlling the decoding 
first signal processing 
said first data storing 




ransmitting/receiving unit to 
L data storing unit and 
processing operation by said 
jinit of the data read out from 
jnit; and 

a server apparatus section having a second 

transmitting/receiving upit, connected to said terminal 

ll 

equipment section through a transmission path, for 
receiving said first identification data and said 
distribution request data which were transmitted from . 

I 

said first transmitting/receiving unit and transmitting 

I 

the data, a second data storing unit in which a 

1 

plurality of data is stored and which outputs data 



corresponding to said distribution request data, a 
second storing unit in wWich the second identification 

I 

data corresponding to said transmitted first 

I 

identification data has been stored, a second signal 

i 

processing unit for performing an enciphering process 



to the data outputted from 



unit on the basis of the second identification data 



read out from said second 
control unit for performin 



said second data storing 



storing unit, and a second 
a reading control of said 



second identification data Ifrom said second storing 
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unit on the basis of said distribution request data and 
said first identification data which were transmitted 
and performing a readin(j control of the data from said 
second data storing unil: on the basis of said 
distribution request dana, 

wherein the data enciphered on the basis of 
on data transmitted through 
/receiving unit is decoded by 
sing unit. 



said second identificati 
said second transmitting 
said first signal proces; 



15. A data distri|)Uting apparatus according to 

claim 14, wherein accoujiting information is transmitted 

ting/receiving unit to said 
second transmitting/recjeiving unit, and said second 
control unit controls the reading operation of said 
second identification data from said second storing 
unit on the basis of said transmitted accounting 
information . 



16. 



A data distributing apparatus according to 



claim 14, further compr 
means for performing an 



sing enciphering processing 
enciphering process to the data 
which is written into said second data storing unit on 
the basis of said enciphering data, and wherein the 
data enciphered by said enciphering processing means is 
written into said secondldata storing unit, and when 
the data is read out from said second data storing unit 
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on the basis of said disiribution request data and 
transmitted from said second transmitting/receiving 
unit to said first transmitting/receiving unit, said 
enciphering data is enciphered by said second 
identification data by said second signal processing 
unit and transmitted together with the data read out 
from said second data storing unit. 



17. 



A data distrib 



►uting apparatus according to 
claim 16, wherein said first signal processing unit 
decodes the data transmilited from said secono 
transmitting/receiving unit and said enciphering data 
by said second identification data stored in said first 

1 

storing unit and performs' a decoding process of an 
encryption performed by s[aid enciphering data to the 



data decoded on the basis 
data . 



of the decoded enciphering 



18. 



A data distributing apparatus according to 



claim 16, wherein said first control unit performs an 
accounting process on the fbasis of said enciphering 
data . 



19, 



A data distributing apparatus according to 



claim 16, wherein said enc 



Lphering data has a data 



portion which dynamically changes, and said first 
control unit discriminates Isaid dynamically changing 



data portion, at every predetermined time, in said 
enciphering data stored in said first data storing unit 
and transmitted together with the data from said second 
transmitting/receiving unit . 

20. A data distributijhg apparatus according to 

claim 19, wherein said first control unit controls the 
reading operation of the da :a stored in said first data 
storing unit on the basis o:: a discrimination result of 
said dynamically changing data portion. 



21. A data distributiiig apparatus according to 

claim 20, wherein said firsti control unit inhibits the 
teading operation of at least the data from said first 
data storing unit when the discrimination result of 
said dynamically changing data portion indicates that 



said enciphering data is not 

22. A data distributin 

claim 16, wherein said encipl" 
portion which time-dependent 
control unit discriminates s 
changing data portion, at eve; 
said enciphering data stored 
unit and transmitted togethe 
second transmitting/ receivinc 



correct . 

apparatus according to 
ering data has a data 
y changes, and said first 
id time-dependent ly 
ry predetermined time, in 
in said first data storing 

with the data from said 

unit . 
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23. 



A data distri ing apparatus according to 



claim 22, wherein said f 
reading operation of the 



::.rst control unit controls the 
data stored in said first data 
storing unit on the basils of a discrimination result of 
said t ime-dependently changing data portion. 



24. A data distribiiting apparatus according to 

claim 23, wherein said first control unit inhibits the 
reading operation of at Ifeast the data from said first 
data storing unit when the discrimination result of 
said time-dependently changing data portion indicates 



that a predetermined time 



25. 



A data distribut 



for further performing an 
data decoded by said first 



has elapsed, 



ing apparatus according to 



claim 16, further comprising a signal processing unit 



enciphering process to the 
signal processing unit on 



the basis of first identif acat ion data of another 



terminal equipment section 



the data is to be moved whisn the data stored in said 



first data storing unit is 
terminal equipment section 

26. A data distribut 

claim 25, wherein said fir^ 
enciphering data stored in 



of a destination to which 



moved to said another 



ng apparatus according to 
t control unit deletes said 
said first data storing unit 



at a point when the movemeijt of the data stored in said 

;4 



I 



first data storing un^t is finished. 



identification data ha 




27. A terminal Apparatus for data distribution, 

comprising : 

a storing u|iit in which first identification 
data that is peculiar I to an apparatus and second 
identification data corresponding to said first 

e been stored; 
a data translmitting/receiving unit for 
transmitting distribution request data of data together 
with said first identification data read out from said 
storing unit and receivjing data which was enciphered by 
said second identif icatlion data and transmitted; 

a data storinp unit for storing the data 
which was enciphered onlthe basis of said second 
identification data and Ireceived by said data 
transmitting/receiving unit ; 

a signal processing unit for performing a 
decoding process to the aata read out from said data 
storing unit on the basislof said second identification 
data stored in said storing unit; and 

a control unit for performing the operation 
to store the data received \by said data 

transmitting/receiving unitl into said data storing unit 
and controlling the decoding processing operation by 
said signal processing unit |of the data read out from 
said data storing unit. 
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A terminal apparatus for data distribution 



according to claim 21, 
said data transmittin 
data serving as a sou 



wherein the data received by 
/receiving unit and enciphering 
of encipherment performed to 



ce 



said data have been stored in said data storing unit, 
and said signal processing unit decodes the data read 
out from said data storing unit by said second 
identification data stolred in said first storing unit 
and performs a decodingl process of an encryption 
performed by said encipliering data to the data decoded 
on the basis of the decoped enciphering data. 

29. A terminal apparatus for data distribution 
according to claim 28, wlierein said control unit 
performs an accounting pr[ocess on the basis of said 
enciphering data. 

30. A terminal apparatus for data distribution 
according to claim 28, wherein said enciphering data 
has a data portion which dynamically changes, and said 
control unit discriminates! said dynamically changing 
data portion, at every predetermined time, in said 
enciphering data stored in \said data storing unit 
together with the data. 



31. A terminal apparatus for data distribution 

according to claim 30, wherekn said control unit 
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# 



controls the reading operation of the data stored in 
said data storing unit 
result of said dynamic 



on the basis of a discrimination 
allv 



.y changing data portion, 



32. A terminal ai)paratus for data distribution 

according to claim 31, Iwherein said control unit 
inhibits the reading ooeration of at least the data 
from said data storing pnit when the discrimination 
result of said dynamicalLly changing data portion 
indicates that said enciphering data is not correct. 



33. 



A terminal apparatus for data distribution 



according to claim 28, wherein said enciphering data 



has a data portion which; 



t ime-dependently changes, and 



.said control unit discriminates said time-dependent ly 

I 

changing data portion, at every predetermined time, in 

said enciphering data stored in said data storing unit 



together with the data 



34. A terminal apparatus for data distribution 

according to claim 30, wherein said control unit 
controls the reading operation of the data stored in 

the basis of a discrimination 
idently changing data portion- 



said data storing unit on 
result of said time-depen 



35. A terminal appa 

according to claim 31, wh 



ratus for data distribution 
erein said control unit 
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inhibits the reading operation of at least the data 
from said data storing unit\ when the discrimination 
result of said t ime-depender itly changing data portion 



indicates that a predetermir. 

36, A terminal apparat. 

according to claim 28, furtl: 
processing unit for further 



ed time has elapsed. 

us for data distribution 
er comprising a signal 
performing an enciphering 



process to the data decoded by said signal processing 
unit on the basis of the first identification data of a 
destination to which the dat4 is moved when the data 
stored in said data storing u]nit is moved. 
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37. A terminal apparatus for data distribution 

according to claim 36, wherei4 said control unit 
deletes said enciphering data stored in said data 
storing unit at a point when tjhe movement of the data 
stored in said data storing unit is finished. 
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